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computer service shall be treated as the publisher or speaker of any
information provided by another information content provider."'"
This has effectively "immunized" web hosts and other Internet entities
from liability for the unlawful activities of third parties.170 Given that
online harassers are often anonymous, this means that victims of on-
line harassment in many cases can bring no cause of action at all be-
cause there is no party to hold accountable."'

The "immunity" provided to online entities is not, however, abso-
lute. Section 230 explicitly makes exceptions for federal criminal law
and intellectual property law.' 72 The most direct way to remove the
obstacle of CDA Section 230 for sexual harassment cases would be to
revise it to include express language on compliance with federal dis-
crimination law.'7 ' This amendment would ideally include a subsec-
tion that explains how website operators, as agents of effective control
over websites and message boards, can be held liable for sexual ha-
rassment that produces effects in settings protected under current
sexual harassment doctrine.

D. Advantages of a Cyber Sexual Harassment Remedy

In addition to providing a much-needed remedy for a serious
harm, regulating cyber sexual harassment the way suggested here has
the benefits of relatively low implementation costs, relatively low liber-
ty costs, and the potential for great deterrent effect-in short, this
remedy has the virtue of efficiency.

1. Efficiency

Instituting and enforcing a sexual harassment complaints process
on websites is easier than it is in real-space workplaces and education-
al institutions. First, many websites already have a moderation policy

169. 47 U.S.C. § 230(c) (1) (2006).
170. See Zeran v. Am. Online, Inc., 129 F.3d 327, 330 (4th Cir. 1997) ("By its plain lan-

guage, § 230 creates a federal immunity to any cause of action that would make service
providers liable for information originating with a third-party user of the service.").

171. See Universal Commc'n Sys., Inc. v. Lycos, Inc., 478 F.3d 413, 420 (1st Cir. 2007)
(holding that allowing registered users to post comments under multiple screen names did
not make the website operator liable under Section 230).

172. 42 U.S.C. § 230(e)(1)-(2) (2006).
173. Reform of CDA Section 230 would be required for most proposals for regulating

cyber harassment, not only the one advanced here. See KrisAnn Norby-Jahner, "Minor" On-
line Sexual Harassment and the CDA § 230 Defense: New Directions for Internet Service Provider
Liability, 32 HAMLINE L. REV. 207, 243 (2009) (advocating for statutory clarifications of Sec-
tion 230 so that Internet service providers can be held liable for creating an online hostile
environment).
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that includes warnings and sanctions for users who violate the poli-

cy. 1 4 For these websites, all that would be required to comply with a
multiple-setting theory would be an explicit statement regarding sex-
ual harassment in the moderation policy, and heightened attention to
allegations of sexually harassing posts. Secondly, a great deal of In-
ternet communication is recorded in some way, often in written
form.175 In real-space workplace or school harassment, disagreements
can arise over what someone actually said or did. It is thus always
possible in real-space harassment that innocent people will be accused
of sexual harassment. On websites, there often is no dispute as to
whether the allegedly harassing behavior took place, as the posts are
in written form (and usually date- and time-stamped). Many modera-
tors do not let users delete or edit their own posts, so it would be dif-
ficult for harassers to cover their tracks.

There are also lower liberty costs to regulating online harassing
behavior than offline harassing behavior. If an innocent person is ac-
cused of sexual harassment in a real-space environment, and the em-
ployer or educational institution takes punitive action, the results can
be devastating. The worst that can happen to an alleged harasser on
any given website is that his privileges of participating on that website
will be restricted or taken away. This is a far lower liberty cost than
that associated with firing an employee or expelling a student. In this
sense, regulating online sexual harassment has the benefit of more
closely tying the sanction to the offending behavior than is possible in
the offline world. There are also lower privacy risks with this ap-
proach than, for example, in a traceability approach. Website opera-
tors would not necessarily need to rely on tracking IP addresses or
other identifying information. All a moderator needs to know is the
harasser's username, which is already available.' 76

As noted above, perhaps the greatest victory of sexual harassment
law is the ex ante effects it has on institutional behavior. This is im-
portant for many reasons, not least because of the paradox of ex post
remedies. Many victims of cyber harassment have been made unwil-
lingly into objects of sexualized attention. Remedies such as defama-

174. See Dawn C. Nunziato, The Death of the Public Forum in Cyberspace, 20 BERKELEY TECH.
L.J. 1115, 1126 (2005) (discussing how Internet service providers like America Online can
shut down message boards when members violate the terms of service).

175. See Donald P. Harris et al., Sexual Harassment: Limiting the Affirmative Defense in the
Digital Workplace, 39 U. MICH. J.L. REFORM 73, 93-94 (2005) (acknowledging that compa-

nies employ monitoring technology from which one can audit online transactions to mon-
itor sexual harassment in the workplace).

176. There is, of course, the problem of multiple monikers-that a banned user can
simply re-register under a new pseudonym. See infta Part IV.E.4.
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tion suits or criminal charges for threats require the victim to draw
even more attention to this non-consensual sexual objectification. Fil-
ing a defamation or privacy suit often means magnifying a victim's
feelings of humiliation and exposure. This means that many victims
will be deterred from taking legal action against their harassers, and
that those who do will suffer greatly for it.'77 Moreover, for those ha-
rassers whose intent is to sexually humiliate victims in as public a
manner as possible, the threat of litigation will not serve as a deter-
rent, and may even be welcomed by the harasser.

The AutoAdmit lawsuit provided one illustration of the negative
outcomes of current litigation strategies. A poster who called himself
AK47 and who made several graphic and sexually explicit claims
about the two female plaintiffs wrote a letter to the women, pleading
to be dropped from the suit. 78 While apologizing for his conduct,
however, "he threatened to seek help online to corroborate all of the
awful things said about the two women in order to defend himself.""7
Given that truth is an affirmative defense to defamation, 8 0 using de-
famation law to combat harassment can produce perverse incentives
in would-be harassers; one can well imagine harassers actively seeking
out "proof" of their claims, such as medical records or confidential
sources. Whatever the outcome of such attempts, the reputational
and emotional harm to victims could well be magnified. 8 1

Moreover, individuals who do appeal to web hosts are vulnerable
to increased harassment. The AutoAdmit case is illustrative also of
this point. As discussed above, the owners of the site actually posted
to the message board some of the emails that women sent them re-

177. See J. Hoult Verkerke, Notice Liability in Employment Discrimination Law, 81 VA. L.
REV. 273, 345-46 (1995) ("The harassment victim may feel both embarrassment concern-
ing the events and fear that a complaint will lead to retaliation against her.").

178. Sam Baynard, "AK47" Files Motion to Quash in AutoAdmit Case, CITIZEN MEDIA L.
PROJECT (Feb. 28, 2008, 10:59 AM), http://www.citmedialaw.org/blog/2008/ak47-files-
motion-quash-autoadmit-case.

179. Margolick, supra note 117.
180. See, e.g., Medico v. Time, Inc., 643 F.2d 134, 137 (3d Cir. 1981) (describing the

common law affirmative defense of truth to a defamation claim).
181. The recent Liskula Cohen case offers yet another illustration. Her outed harasser,

Rosemary Port, claims that Cohen "defamed herself" by bringing the suit. "Before her
suit, there were probably two hits on my Web site: One from me looking at it, and one
from her looking at it . . .. That was before it became a spectacle." Laura Schreffler &
Rich Schapiro, Model Liskula Cohen Still Not Getting Apology from Blogger Rosemary Port, N.Y.
DAILY NEws (Aug. 26, 2009) http://articles.nydailynews.com/2009-08-
26/gossip/17930132_1anonymous-blogger-liskula-cohen-apology (internal quotation
marks omitted). While Port's blaming of Cohen is self-serving and misses the point, it cer-
tainly seems to be true that the suit brought Port's site much more publicity.
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questing the removal of defamatory or threatening posts, which
spurred users to attack them with even more vehemence."'

The institutional liability aspect of sexual harassment law means
that agents of effective control have incentives to set their environ-
mental defaults to non-harassment. It is to be hoped that the same
will be true of cyber sexual harassment. If website operators are vul-
nerable to liability for sexual harassment, they will likely adopt poli-
cies very similar to those already seen in workplaces and schools, with
similar deterring effects. One of the reasons cyberspace harassment is
so widespread has to do with the seemingly costless nature of such
behavior.'83 If a website user knows he will not suffer any negative
consequences from harassing someone (including being identified as
the harasser-a possibility much easier to avoid in cyberspace than in
real life), there is very little to stop him from doing it. If, however,
there is a policy in place on the website that includes the penalties for
harassment-probably deletion of harassing posts and banning us-
ers-a would-be cyber harasser would at least have to recalculate the
costs and benefits of harassing. If his harassing post is simply going to
be deleted, and he may be prevented from posting again on that site,
he may very well conclude that it simply is not worth it to harass. If
one assumes, as seems reasonable, that some substantial number of
cyberspace harassers are opportunistic rather than pathological, im-
posing costs to online harassment should get rid of much of that be-
havior.

The harassment that does occur could be dealt with by some
combination of direct observation and a reporting system for com-
plaints, just as it is in real space. If a website operator moderates the
site herself and sees a harassing post, she can warn the poster directly
and/or ban him if he has posted harassing messages before. If she
does not moderate the site herself, or if there is so much activity on
the site that monitoring all posts is not possible or practical, the web-
site operator can establish a complaints policy that would enable indi-
viduals to alert the owners about harassing posts. The website opera-
tor or her designated moderator(s) could then make the assessment
that employers do: consider the nature of the allegedly harassing post;
whether there have been other complaints about the user in question;
any particular features of the setting or "space" that would mitigate
for or against the behavior in question. The website operator could

182. See Margolick, supra note 117.
183. See Norby-Jahner, supra note 173, at 220 ("The dehumanization of the online peer

relationship eliminates physical and social cues of the victim's reaction to the harassment,
and the harassers do not have to face the consequences of their behavior.").
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then decide whether the appropriate response is to do nothing, re-
solve the issue informally, issue warnings, delete postings, or ban the
user in question.

For these reasons, it can be hoped that cyberspace sexual ha-
rassment policies and procedures would be even more effective at re-
solving sexual harassment non-litigiously than real-space procedures.
A cyber sexual harassment remedy that involves liability for website
operators thus imposes very low burdens on both website operators
and good-faith website users, while preventing harassers from using
websites as launching pads for sexual harassment with effects on vic-
tims' work or school experiences.

2. The Importance of a Discrimination Remedy for Cyber Sexual
Harassment

One might argue that while cyber sexual harassment is a serious
problem in need of legal response, tort and criminal approaches are
preferable to an anti-discrimination remedy. It is certainly true that
much cyber harassment is legally cognizable as defamation, invasion
of privacy, and threats."' There are several reasons, however, that
these remedies are not fully adequate to address cyber sexual harass-
ment. First, a significant amount of online harassment does not fit
easily into any of these categories, and much of what does fit is better
or more completely understood as sexual harassment. Second, as dis-
cussed above, these remedies require victims to publicly draw atten-
tion to the harassing conduct, which, in the case of sexualized ha-
rassment, can harm the victim more than the harassment itself.
Along these lines, such remedies can produce perverse ex ante incen-
tives; that is, if a harasser's intent is to sexually humiliate his victim in
the most public way possible, he will not be deterred by and may even
welcome the possibility of litigation. Third, these remedies often rely
heavily on the ability to identify individual harassers, which risks un-
dermining significant liberty interests in online anonymity and, in any
event, cannot be perfectly, or even near-perfectly, achieved.

While much cyber harassment does indeed take the form of de-
famation, invasions of privacy, and threats, a great deal of it does not.
Cyber harassers are often a legally savvy bunch; many of the AutoAd-
mit harassers, for example, were lawyers or law students.'18 Further, it

184. Citron, Cyber Civil Rights, supra note 5, at 86-89.
185. One such harasser posted on AutoAdmit: "We're lawyers and lawyers-in-training,

dude. Of course we follow the law, not morals." Nakashima, Harsh Words, supra note 114
(internal quotation marks omitted).
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is not difficult for harassers to circumvent legal prohibitions on
threats or defamatory language by formulating sexual and/or violent
comments in the form of opinions. For example, the AutoAdmit
poster who wrote "that women named [the plaintiff in the AutoAdmit
suit] should be raped," defended his remark by maintaining that it
was "a suggestion, not a threat."186 Statements made with defamatory
intent can be carefully phrased to avoid being identified as such. In-
stead of posting, "I have it on good authority that [X] has rape fanta-
sies""' (possibly defamatory), a harasser can write, "I think [X] would
like to be raped" (not necessarily defamatory).

In general, there are two large-scale problems with tort or crimi-
nal responses: one is largely practical, and the other is largely symbol-
ic. The first involves placing too much emphasis on the individual
identity of the perpetrator, and the second involves placing too much
emphasis on the individual identity of the victim.

a. Anonymity and Immunity: Navigating Between the Scylla of
Net Architecture and the Charybdis of CDA Section 230

Tort and criminal remedies for cyber harassment necessarily rely
on the identification of harassers and/or treating content providers as
publishers. However, the combination of what could be called the
"architectural anonymity" of the Internet and the immunity provided
by CDA Section 230 presents several obstacles to these remedies. The
anonymity--or, more precisely, pseudonymity-provided by the In-
ternet's architecture, combined with Internet service provider ("ISP")
immunity provided by CDA Section 230, proves to be a disheartening
combination for those seeking legal redress for cyber harassment. 88

Since most harassers use pseudonyms, it is very difficult for a victim to
identify the harasser on her own, thus making it difficult for her to

186. Margolick, supra note 117. Note that it is possible that some of these types of

comments can be pursued under the "true threats" doctrine. See Planned Parenthood v.
Am. Coal. of Life Activists, 290 F.3d 1058, 1075 (9th Cir. 2002) (en banc) ("A true threat,
that is one 'where a reasonable person would foresee that the listener will believe he will
be subjected to physical violence upon his person, is unprotected by the first amendment
[sic].' (quoting United States v. Orozco-Santillan, 903 F.2d 1262, 1265 (9th Cir. 1990))).

187. Message thread title on AutoAdmit.com, http://www.autoadmit.com/thread.php?
threadjid=613270&forum-id=2&PHPSESSID=e0c219ffde39e0cc844a7db6ae3fdc7c. The
author of this Article has chosen to edit out the names of the individual women targeted
by these cyber harassers.

188. See, e.g., Carafano v. Metrosplash.com, Inc., 339 F.3d 1119, 1120-25 (9th Cir. 2003)
(finding that CDA Section 230 provided an Internet matchmaking website with statutory
immunity from tort liability for the posting of defamatory material); Zeran v. Am. Online,
Inc., 129 F.3d 327, 330-34 (4th Cir. 1997) (holding AOL to be statutorily immune from
suit under Section 230 for defamatory comments posted by a third party).
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sue or report him. While a victim can ask a content provider to reveal
the name of a harasser, it is not yet settled whether content providers
are obligated to release it or might in fact be prevented from releas-
ing it. In a recent case, a woman pursuing a defamation suit against
an anonymous blogger successfully forced Google, who provided the
web log service, to reveal the name of the harasser.'8 9 The fate of this
case is unclear; the outed blogger is currently suing Google for $15
million, alleging that Google "breached its fiduciary duty to protect
her expectation of anonymity when it complied with the court or-
der."190

Even if content providers can be legally forced to reveal a user's
identity, they may not, in many cases, be able to do so. Many web
hosts do not keep track of their site visitors' IP addresses, or at least
claim not to.' 9' Even those that do record IP addresses do not store
them indefinitely; by the time a subpoena is issued, the relevant in-
formation may no longer exist. 92

In response to the pseudonymity issue, one could argue that web-
site operators should be required to implement some minimally inva-
sive traceability procedures. However, there are two problems with
this. One is an ethical concern about protecting legitimate and valu-
able online anonymity; the other is a practical concern about the in-
creasing use of anonymizing software. In opposition to the first point,
however, Daniel Solove has argued that requiring some record to be
kept of IP addresses does not necessarily strip away anonymity, but
simply ensures traceability.'9 3  Traceability preserves the ability to
speak anonymously, while providing a way for users' real identities to
be linked to their pseudonyms if there is a compelling reason for
doing so. 19

189. Cohen v. Google, 887 N.Y.S.2d. 424,429-30 (N.Y. Sup. Ct. 2009).

190. Bobbie Johnson, Outed 'Skank' Blogger to Sue Google for $15m, THE GUARDIAN ONLINE

(Aug. 24, 2009, 12:19 PM), http://www.guardian.co.uk/technology/2009/aug/
24/blogging-google (internal quotation marks omitted).

191. See Citron, Cyber Civil Rights, supra note 5, at 118 ("Consider the AutoAdmit case,
where the plaintiffs have been unable to identify most of their attackers because AutoAd-
mit does not log visitors' IP addresses."). In some cases, web hosts actively avoid gathering

any identifying information about their users. This is precisely what the owners of Au-

toAdmit did, or claimed to do. See Sam Bayard, Plaintiffs Seek Information to Unmask Pseudo-
nymous Defendants in AutoAdmit Case, CITIZEN MEDIA L. PROJEcr Uan. 28, 2008),
http://www.citmedialaw.org/blog/2008/plaintiffs-seek-information-unmask-
pseudonymous-defendants-autoadmit-case.

192. See Citron, Cyber Civil Rights, supra note 5, at 118 (noting that ISPs routinely delete
data every sixty days).

193. SOLOVE, supra note 4, at 146-47.

194. Id.
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On the second point, even if the content provider does have the
information, and produces it in a timely fashion, a victim may still face
insuperable challenges in identifying the harasser. Anonymizing
software such as Tor and Privoxy can prevent the discovery of a user's
true IP address, ensuring that a careful harasser might never be iden-
tified. 9 5 While using anonymizing software may not yet have become
de rigueur for Internet users (the software can be cumbersome and
costly) technological advances are making anonymizing techniques
increasingly accessible.

Thus, remedies that depend on identification of online harassers
are not likely to succeed. This makes criminal law approaches partic-
ularly unworkable in the online harassment context. In tort, of
course, there is still another option if pursuing the individual tortfea-
sor is impractical or impossible: vicarious liability. This option, how-
ever, is currently barred by Section 230 of the CDA.'19 Section 230
has been interpreted by some courts to completely immunize ISPs
from liability for torts committed by users of their services.' 97  This
creates an obvious obstacle for victims of defamation and invasions of
privacy,198 as they can neither sue the ISP nor expect that the ISP will
assist them in obtaining identifying information about harassers.

Recent case law, however, suggests that immunity does not apply
if the entity in question is an "Information Content Provider" or an
"Internet Content Facilitator" rather than an ISP.'99 The distinctions
can be somewhat difficult to draw, but broadly speaking, if an entity
helps create content, or if it edits content so that it can be more easily
indexed by search engines, it is not acting solely as an ISP and is not

195. Omer Tene, What Google Knows: Privacy and Internet Search Engines, 2008 UTAH L.

REV. 1433, 1465-66.

196. 47 USC § 230(c) (1) (2006) ("No provider or user of an interactive computer ser-
vice shall be treated as the publisher or speaker of any information provided by another
information content provider.").

197. Doe v. MySpace, Inc., 528 F.3d 413, 418-20 (5th Cir. 2008); Chi. Lawyers' Comm.
for Civil Rights Under Law, Inc. v. Craigslist, Inc., 519 F.3d 666, 669-71 (7th Cir. 2008);
Ben Ezra, Weinstein, & Co. v. Am. Online, Inc., 206 F.3d 980, 984-86 (10th Cir. 2000); Ze-
ran v. Am. Online, Inc., 129 F.3d 327, 330-31 (4th Cir. 1997); Blumenthal v. Drudge, 992
F. Supp. 44, 50-51 (D.D.C. 1998).

198. CDA Section 230 does not provide immunity for either federal criminal liability or
intellectual property claims.

199. Compare Fair Hous. Council of San Fernando Valley v. Roommates.com, LLC, 521
F.3d 1157, 1162-63, 1164 (9th Cir. 2008) (en banc) (holding that hosting an online ques-
tionnaire could make a website liable under CDA Section 230 as a content provider be-
cause the website "created the questions and choice of answers"), with Carafano v. Metros-
plash.com, Inc., 339 F.3d 1119, 1124 (9th Cir. 2003) (holding that an online questionnaire
was not enough to disregard immunity because "no profile has any content until a user
actively creates it" and "the selection of the content was left exclusively to the user").
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immunized from liability. 200 This is not yet a settled area of law, how-
ever, and it remains unclear just what actions and conditions an In-
ternet entity can take without being exposed to liability.

In any event, none of the various calls for changes to CDA Sec-
tion 230 (including the changes suggested by this Article) would re-
solve the architectural anonymity issue. That issue may very well
prove practically unsolvable, or at least unsolvable without seriously
undermining users' liberty interests in privacy and anonymity.

b. Sexual Harassment Is a Group, not Merely an Individual,
Harm

Even those instances of cyber harassment that could be chal-
lenged on the grounds of defamation, invasion of privacy, or threats
should be characterized additionally as sexual harassment. Such a ca-
tegorization adequately expresses the discriminatory impact of the
harm. This does not mean that the theory of sexual harassment must
be used exclusively in sexualized harassment cases, but rather to em-
phasize the importance of making this legal and conceptual category
available to harassment victims.

One the one hand, tort and criminal law emphasize, with a few
exceptions, the importance of injury done to individuals. Anti-
discrimination law, on the other hand, emphasizes the importance of
publicly correcting prejudice and violence against historically subor-
dinated groups. When a woman is discriminated against because of
her gender, she is not only being harmed as an individual, but also as
the member of a group. Anti-discrimination law is charged with the
responsibility to make clear society's condemnation of prejudice in
general as well as to address individual injury. It serves an important
and unique expressive function in a progressive society.

E. Objections

I address four objections in this section. The first is a concern
about the effects of sexual harassment law on free speech generally,
and in cyberspace particularly. The second objection is to my choice
of website operators for liability, as opposed to ISPs or search engines.
The third objection is a concern about efficacy; namely, is a legal re-
sponse the best way to deal with the problem of cyberspace sexual ha-
rassment? The fourth objection is somewhat related to the second,

200. See Roommatescom, 521 F.3d at 1162-63 ("[A]s to content that [a websitel creates
itself, or is 'responsible, in whole or in part' for creating or developing, the website is also a
content provider.").
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but considers that the prevalence and intensity of cyberspace sexual
harassment might itself actually be driven in part by sexual harass-
ment law and policy in the workplace and in schools.

The first objection-concern about the effects of cyber sexual
harassment law on free speech-is perhaps the most important and
complex. Because this is the case, I only sketch some of its main fea-
tures here and leave a fuller discussion of it to another article.20 ' The
other three objections I will address in more detail.

1. Sexual Harassment Law's Effects on Free Speech

Some scholars believe that hostile environment sexual harass-
ment law chills free speech.20 2 At its foundation, this objection main-
tains that at least some forms of speech regulated by sexual harass-
ment law are constitutionally protected speech. Eugene Volokh's
concern, for example, seems to be that some of the kinds of speech
and conduct found to constitute a hostile environment are not only
innocuous, but are often forms of valuable expression. 203 Volokh is
also concerned that employers will implement sweepingly restrictive
speech codes in order to avoid liability for hostile environment sexual
harassment.204 Some scholars have argued that Volokh's concern on
both counts is greatly exaggerated.20 5 Others have simply maintained
that harassing speech is not constitutionally protected speech, and, as
such, restricting it does not violate the First Amendment. 2 06

One very basic point to make here is that to some extent, the ex-
pansion of sexual harassment law I am suggesting does not really
change the terms of the free speech debate over sexual harassment.

201. See Franks, supra note 168.
202. See David E. Bernstein, Hostile Environment Law and the Threat to Freedom of Expression

in the Workplace, 30 OHIO N.U. L. REV. 1 (2004) (examining the effects of hostile environ-
ment law on free speech in the workplace); Kingsley R. Browne, Title VII as Censorship: Hos-
tile-Environment Harassment and the First Amendment, 52 OHIO ST. L.J. 481 (1991) (noting the
extent to which the widely adopted broad definition of hostile environment law is inconsis-
tent with the traditional jurisprudence of the First Amendment); Eugene Volokh, What
Speech Does "Hostile Work Environment" Harassment Law Restrict?, 85 GEO. L.J. 627 (1997)
(discussing the types of free speech that are restricted by hostile environment workplace
harassment law).

203. Volokh, supra note 202, at 628-29.
204. Id. at 637-39.
205. See, e.g., McGowan, supra note 156, at 431-36 (arguing, among other things, that

sexual harassment law produces no more uncertainty or over-regulation than dignitary
torts).

206. See, e.g., Jennie Randall, "Don't You Say That!": Injunctions Against Speech Found to Vi-
olate Title VIIAre Not Prior Restraints, 3 U. PA.J. CONST. L. 990, 991 (2001) (arguing "that an
injunction against speech found to violate Title VII of the 1964 Civil Rights Act is not a
prior restraint" on free speech).

2012] 697



MARYLAND LAW REVIEW

If one believes that sexual harassment law constitutes censorship of
constitutionally protected speech in the workplace or school, one
would presumably also believe that restricting it in cyberspace is un-
constitutional. Likewise, if one does not believe that harassing speech
is constitutionally protected, any concerns one might have about ex-
panding Title VII and Title IX liability to website operators would
presumably not be driven by First Amendment concerns. That is, a
person who is convinced that sexually harassing speech could some-
times be constitutionally protected will not support my suggestion of
expanded Title VII and Title IX liability, and no one who is convinced
that sexually harassing speech is not constitutionally protected should
object to the recommendations of this Article on First Amendment
grounds.207

Some might believe, however, that sexually harassing speech is
not constitutionally protected in workplaces and in schools, and to a
limited extent in homes and prisons, but is protected everywhere else.
Those in this group might thus object to the application of sexual ha-
rassment law to online environments, even though they support their
application to the workplace and the school. Miranda McGowan
might fall into this group; while largely refuting Volokh's claims about
the danger of employers implementing impermissibly restrictive sex-
ual harassment policies, McGowan also maintains that public spaces
and workplaces intended to foster expressive discourse should (and
will) be more protective of First Amendment concerns.20 s McGowan
places considerable weight on the specific features of the workplace
to justify the restrictions on speech that sexual harassment law en-
tails.2 o9 One could argue that websites do not share these specific fea-
tures, and in fact are often explicitly committed to "public discourse."

207. For more on the debate over sexual harassment and the First Amendment, see De-
borah Epstein, Can a 'Dumb Ass Woman' Achieve Equality in the Workplace? Running the
Gauntlet of Hostile Environment Harassing Speech, 84 GEO. L.J. 399 (1996); Richard H. Fallon,
Sexual Harassment, Content Neutrality, and the First Amendment Dog That Didn't Bark, 1994 SUP.
CT. REv. 1; Robert Austin Ruescher, Saving Title VII: Using Intent to Distinguish Harassment
from Expression, 23 REV. LITIG. 349 (2004); Suzanne Sangree, Title VII Prohibitions Against
Hostile Environment Sexual Harassment and the First Amendment: No Collision in Sight, 47
RUTGERS L. REv. 461 (1995); Nadine Strossen, Regulating Workplace Sexual Harassment and
Upholding the First Amendment-Avoiding a Collision, 37 VILL. L. REv. 757 (1992); Eugene
Volokh, Freedom of Speech in Cyberspace from the Listener's Perspective: Private Speech Restrictions,
Libel, State Action, Harassment, and Sex, 1996 U. CHI. LEGAL F. 377.

208. See McGowan, supra note 156, at 425-26 (noting that museums are the kind of in-
stitutions that are intended to foster free expression and that such forums have "signifi-
cantly stronger First Amendment defense [s] than a [typical workplace]").

209. Among those features are the often face-to-face nature of employment relations,
the economic aspect of employment, and the "instrumental" purpose of workplace speech.
Id. at 424-25.
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One could also argue, somewhat along the same lines, that employers
and school officials owe a duty of care to their employees and stu-
dents that website operators simply do not owe to their users. These
are important considerations. As I argue above, 2 o however, if one be-
lieves that sexual harassment law legitimately restricts the speech in
workplaces and schools because they are particularly significant and
public sites of potential gender inequality, then exempting cyberspace
sexual harassment that accomplishes the same harms undermines the
goals of sexual harassment law. Regarding the question of duty of
care, one could analogize websites to public accommodations such as
restaurants and hotels to suggest that while the duty of care may not
exactly track that which exists between employer and employees, or
school officials and students, the relationship between website opera-
tors and users is also not one of complete indifference.

2. Why Website Operators?

In this Article, I argue that liability for cyber sexual harassment
should attach to website operators and not to either search engines or
ISPs. The reasons for this require some explanation. On the ques-
tion of search engines, it is clear that much of the damage caused by
cyber harassment is facilitated by Google's indexing. The fact that
harassment would lose much of its impact if it never showed up in
Google searches makes Google a very tempting candidate for liability.
Steven Horovitz, for example, has suggested that the government
adopt a notice-and-takedown regulatory scheme (similar to that
adopted by the Digital Millennium Copyright Act of 1998
("DMCA")) 2 11 for defamatory posts indexed by search engines.212

Under this scheme, defamed individuals can notify Google of defama-
tory threads, while posters can counter-notify if they are willing to give
up their anonymity and can offer evidence that the alleged defamato-
ry content is actually true. If a search engine like Google consis-
tently removed defamatory threads, according to Horowitz, this would
force message boards that want to be indexed by Google to clean up
their act.214

This is a very tempting solution, but the DMCA's scheme has
problems that would likely undermine a similar approach in the cyber

210. See supra Part III.

211. 17 U.S.C. § 512 (2000).
212. Steven J. Horowitz, Defusing a Google Bomb, 117 YALE L.J. POCKET PART 36 (2007),

http://thepocketpart.org/2007/09/08/horowitz.html
213. Id. at 38.
214. Id. at 38-39.
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harassment setting. Several scholars have argued that the DMCA's
notice-and-takedown regime results in overdeterrence: for reasons of
expediency and administrability, instead of checking each notice
carefully, Google is more likely to simply take down any material
about which it gets complaints.2" The same could very likely happen
with putatively defamatory threads. Google is unlikely to be able to
carefully review each notice, and might very well simply delete any al-
legedly defamatory thread, resulting in a potentially regrettable loss of
content.216

As for ISPs, given that CDA Section 230 grants them immunity
for torts committed by users of their services, they do not seem to be
likely candidates for sexual harassment liability. There are two deeper
problems with ISP liability, however. The common definition of an
ISP is a company that provides services such as Internet access, email
hosting, and web site development. Thus, it is clear that companies
such as AOL, Comcast, and Verizon are ISPs. Such companies pro-
vide massive amounts of diverse web services to vast numbers of con-
sumers. It is difficult to see how such companies would be able to ex-
ert "effective control" over individual message boards or web sites;
they are simply too far removed from these environments. Addition-
ally, there are definitional problems: if the definition of an ISP is any
entity that provides an Internet service, is an individual who shares his
WiFi service with others an ISP? What about a bed and breakfast that
offers its guests a computer for Internet access? What about a law
school with Internet-enabled public computers? 17 If a person were to
use any of the above to harass his victim, it would not be clear who-
or what-should count as an ISP.

3. Law's Efficacy and Social Norms

A very different sort of objection has to do with the question of
the law's ability to have real effects on certain forms of behavior. Giv-
en the pervasiveness of cyberspace sexual harassment, the burdens of
litigation, and the inability of many targets of harassment to find the
resources, time, or legal guidance to bring the law to bear on their

215. See, e.g., Charles W. Hazelwood, Jr., Fair Use and the Takedown/Put Back Provisions of
the Digital Millennium Copyright Act, 50 IDEA 307, 315 (2010).

216. Cf Joshua Urist, Who's Feeling Lucky? Skewed Incentives, Lack of Transparency, and
Manipulation of Google Search Results Under the DMCA, 1 BRooKJ. CORP. FIN. & COM. L. 209,
227-28 (2006) (arguing that "flawed or disingenuous complaints will still result in the re-
moval of content").

217. I thank Mark Egerman for bringing this point about ISPs to my attention.
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218situation, we should perhaps not be very sanguine about the effica-
cy of legal remedies for sexual harassment in general, and even less so
for cyberspace harassment. What are the chances that new legal re-
medies for cyberspace sexual harassment will improve the status quo?

As explained above, even if very few cases of cyberspace sexual
harassment ever get all the way to court (and a few high-profile cases
might be enough to make an impact), the policies and practices of
website operators in response to liability will likely deter or resolve a
great deal of harassing behavior, as has been the case with real-life
sexual harassment.

This is not to say, however, that legal responses are the only or
best way to address sexual harassment. Changing social norms in
other, non-legal ways could result in more immediate and in some
cases more effective deterrence of harassing conduct." The "Holla-
back" sites 220 (and now applications"') are a vivid example of such
"grassroots" efforts to expose, critique, and stigmatize real-life sexual
harassment. Victims of street harassment, whose experiences range
from being groped on subways, enduring graphic sexual threats, or
having men expose themselves in front of them, are encouraged to
take cell phone pictures of the conduct and upload them to the sites,
along with the date, time, and location of the harassment and any
narrative they wish to provide.22 2  Because the sites are state- and
sometimes even city-specific (there is a HollabackNYC, a Hollaback-
Boston, and a HollabackChicago), the photographs and narratives
provide site visitors with useful information about locations of fre-
quent harassment and sometimes even the identities of harassers.
The sites also provide a forum for victims of harassment to commise-
rate and share strategies about combating sexual harassment, along
with resources and links for consciousness-raising and assistance.

Hollaback and other sites seem to produce fairly immediate so-
cial effects. Many people who visit the site leave messages that express
their newfound awareness of street sexual harassment, or the comfort
they have found in realizing that they are not alone, or how the expe-

218. Bartow, supra note 5, at 412.
219. See Citron, Law's Expressive Value, supra note 5, at 377 (explaining that like

"workplace sexual harassment and domestic violence, changing the norms of acceptable
conduct may be the most potent force in regulating behavior in cyberspace").

220. HOLLABACK!, http://www.ihollaback.org (last visitedJan. 24, 2012).
221. See iPhone and Droid Apps, HOLLABACK!, http://www.ihollaback.org/resources/

iphone-and-droid-apps (last visited Jan. 24, 2012) (providing free downloadable apps for
smartphones).

222. Share Your Story, HOLLABACK!, http://www.ihollaback.org/share/ (last visited Jan.
2,2012).
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riences of other victims have helped them realize that the harassment
is not their fault. While it is perhaps unlikely that harassers are visit-
ing the site and consequently changing their behavior, it seems clear
that Hollaback and sites like it are changing the way victims perceive
themselves and the problem of harassment, which is in itself a way of
changing social norms about acceptable behavior.

There is no particular reason why providing a legal remedy for
cyberspace sexual harassment should undermine non-legal, social
challenges to bad conduct. Rather, creating a legal remedy for cyber-
space sexual harassment merely offers an additional tool for changing
harmful social norms and behavior, one that may reach situations that
do not respond as well to non-legal challenges as the examples given
in this section.

4. Invading Harassers'Paradise: Creating New Harms?

If the previous objection expressed concern that legal remedies
for sexual harassment might be ineffectual, the final objection I ad-
dress here in some sense raises the opposite concern, that the legal
remedies might be too effective. That is, one theory about why sexual
harassment in cyberspace is so prevalent and savage is that, thanks in
large part to sexual harassment law, cyberspace is one of the increa-
singly few places where one can still engage in that kind of behavior
without negative consequences. Not only that, but cyberspace enables
harassers to easily find likeminded individuals-some websites have
become havens for individuals whose only seeming connection is
their shared desire to abuse women with impunity.2 If it is true that
real-space sexual harassment law has in a sense helped create the
problem of cyberspace harassment, should we be concerned about
what will happen when that law's reach is extended to cyberspace?

There is no way to know for certain what the effects of legally re-
gulating cyberspace sexual harassment will be. Some theorists have
suggested that advancements in law or policy that benefit women
and/or challenge traditional male privileges inevitably produce back-
lash effects.2 2 ' Few would argue that this fact should discourage such
advancements, and indeed that would seem like a very bad reason to
do so, but it is nonetheless worthwhile to reflect upon potential back-
lash effects in order to better address them when they occur.

223. AutoAdmit and the now-defunctJuicyCampus are candidates for this distinction.
224. See, e.g., SUSAN FALUDI, BACKLASH: THE UNDECLARED WAR AGAINST AMERICAN

WOMEN 64 (1991) ("Under this backlash, like its predecessors, an often ludicrous over-
reaction to women's modest progress has prevailed.").
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One possibility is that harassers will simply find other, as-yet-legal
ways to accomplish their goals. In much the same way that employees
or students may have moved their harassment online and out of
workplaces and schools, and thus out of the reach of current law, ha-
rassers will look for ways to make an end-run around a law that regu-
lates cyberspace sexual harassment. Harassers who frequently get
banned for their harassing posts may simply take on an endless series
of monikers so that they can revisit the site under different names."'
If the website operators do not track IP addresses, or if the harasser is
using anonymizing software, there would be little that could be done
against this. This would, however, also exact a cost from the harasser,
who would not be able to build up affiliations or enjoy the benefits of
a well-known moniker if forced to change it repeatedly.

Harassers might also move their activities off websites and into
more private channels, such as email. This too would exact a cost
from the harasser; first, it would deprive him of whatever benefits he
might associate with harassing someone in a public forum, and se-
condly, there are other remedies available to individuals who wish to
prevent a certain person from contacting them directly (for example,
deleting emails or blocking messages from certain senders).

There is also the possibility that harassers may become more than
'just" harassers if denied outlets for their expression. If the harasser
in question is more than just an opportunistic or "casual" harasser,
and is committed to harming his target, he may escalate his behavior
if he finds he cannot harm her through usual channels. It is tragically
common knowledge that in the domestic violence setting, abusers of-
ten escalate their behavior when denied access to their victims.12 6 If
some harassers are in fact abusers, or if they exhibit the same tenden-
cy to violence as abusers, they may similarly ratchet up the level of vi-
olence from words to actions when frustrated in the former.

These concerns are significant. There is no solid empirical data,
however, that suggests online harassers are likely to escalate to physi-
cal violence when prevented from expressing their sentiments verbal-
ly. If such evidence exists, it would certainly need to be factored into
the discussion of legal remedies for sexual harassment. But in any

225. Citron, Cyber Civil Rights, supra note 5, at 104.

226. See, e.g., Martha R. Mahoney, Legal Images of Battered Women: Redefining the Issue of
Separation, 90 MICH. L. REv. 1, 5 (1991) ("At the moment of separation or attempted sepa-
ration-for many women, the first encounter with the authority of law-the batterer's
quest for control often becomes most acutely violent and potentially lethal." (footnote
omitted)); Myrna S. Raeder, The Admissibility of Prior Acts of Domestic Violence: Simpson and
Beyond, 69 S. CAL. L. REV. 1463, 1483 (1996) ("It is no accident that the violence frequently
escalates after the woman leaves.").
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case, one must take seriously the proposition that the social message
of gender equality-communicated, among other ways, through the
intolerance of sexually harassing behavior-is necessary to interrupt
the mindset that produces violence against women in the first place.

V. CONCLUSION

The overarching goal of sex discrimination law is the achieve-
ment of gender equality in society. In order to genuinely move to-
ward this goal in the networked age, we must update our theory of
sexual harassment. We must recognize that all harassment that pro-
duces significant sex-discriminatory effects, regardless of where it ori-
ginates, is sexual harassment, and that those with control over harass-
ing environments can and should be held responsible for those ef-
fects. Such a conception will provide real remedies and conceptual
clarity to a problem that is only increasing in both occurrence and
impact.
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